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CONFIGURATION OF WIRELESS NETWORK CLIENT 

i 

BACKGROUND OF THE INVENTION 
Field of the Invention 

/ 

[0001] The present invention relates to the automatic configuration of a wireless 
network client in a network environment having a wireless access point, without 
the need for user intervention. In particular, the invention relates to the use of an 
installation program in a computer which is already configured to access a 
particular local network, wherein the installation program repeatedly broadcasts a 
predetermined message. The wireless network client identifies and then monitors 
all wireless local networks for the predetermined message. Upon detection of the 

* * 

predetermined message by the wireless network client, the wireless network 'client 
configures itself to access the wireless access point on the particular wireless local 
network. 
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Description of the Related Art 

i 

[0002] The use of wireless local area networks (WLANs) is very popular in both 
business and home computing environments for supporting communication 
between computing devices, peripherals and servers via a wireless access point. In 
general, a WLAN is a wireless local area network that used high-frequency radio 
waves to communicate between network devices, instead of using wires to support 
the connection. A WLAN is supported by a wireless access point which acts as a 
wireless communication hub for network devices to communicate with each other, 
or with a wired LAN to which the wireless access point is connected. Each 
network device in the WLAN, other than the wireless access point, communicates 
as a WLAN client through a wireless interface card or device. 
[0003] When each new WLAN client device is introduced into the WLAN, either 
by a system administrator in a business setting or by a home user, the WLAN client 
device must be configured to properly communicate with the wireless access point. 
This configuration process is often performed via a user interface on a computer 
that is directly wired to the WLAN client for configuration purposes. In order for a 
WLAN client to be configured to communicate with the wireless access point, it 
must be given the value of a network identifier which is used by all devices in that 
particular WLAN, and, if security encryption, such as wired equivalent protection 
(WEP), is used in the WLAN, the WEP-related information must also be given to 
the WLAN client. 

[0004] Unfortunately, the configuration of a WLAN client is often confusing, 
tedious and cumbersome for the user because the user must obtain the network 
identifier and the WEP-related information from the existing WLAN, and then 
must navigate through whatever user-interface is provided with the WLAN client 
to properly configure the WLAN client using the obtained network identifier and 
the WEP-related information. This process is further complicated when many 
WLAN clients are added to the WLAN at the same time. 
[0005] The foregoing configuration scheme has the disadvantages that the user 
must be technically sophisticated in the subject of WLANs, and must be able to 



readily access the network identifier and navigate a confusing configuration user 
interface every time the user wishes to add or reconfigure a WLAN client in the 
WLAN. 

SUMMARY OF THE INVENTION 

[0006] The present invention addresses the foregoing disadvantages by providing 
for the automatic configuration of a wireless network client in a network 
environment without the need for user intervention. In particular, the invention 
uses an installation program in a computer which is already configured to access a 
particular local network. The installation program repeatedly broadcasts a 
predetermined message, and the wireless network client identifies and then 
monitors all wireless local networks for the predetermined message. Upon 
detection of the predetermined message by the wireless network client, the wireless 
network client configures itself to access the wireless access point on the particular 
wireless local network in which the predetermined message was detected. 
[0007] In one aspect, the invention is directed to a method for use in a wireless 
network client to configure the wireless network client to access an appropriate 
wireless access point in a network environment, the method including the steps of 
discovering a wireless local network identity of each wireless access point in the 
network environment, monitoring each identified wireless local network for 
detection of a predetermined broadcast message, and configuring, in the case that 
the predetermined broadcast message is detected in the monitoring step, the 
wireless network client to access the wireless access point corresponding to the 
wireless local network on which the predetermined broadcast message was 
detected, and sending a configuration announcement message from the wireless 
network client on the wireless local network. 

[0008] Preferably, each predetermined wireless channel is monitored for each 
identified wireless local network for a predetermined period of time in order to 
detect the predetermined broadcast message. Also, the predetermined broadcast 
message preferably includes a predetermined character string and the EP address of 



the sending device, which is preferably an already configured computer in the 
WLAN which runs installation software. Also, the wireless network client 
maintains a monitor table which contains entries for each discovered wireless local 
network identifier, such as a service set identifier (SSID) in an 802.1 1 
environment, the MAC address and the signal-to-noise ratio of the wireless access 
point corresponding to each network identifier, and an indication of whether or not 
the predetermined broadcast message has been detected on the wireless local 
network corresponding to each network identifier. 

[0009] In this manner, the present invention provides for automatic configuration 
of a wireless network client without user intervention. In particular, the user can 
avoid having to obtain the network identifier, and can avoid having to navigate 
confusing configuration set-up interfaces for each wireless network client being 
configured. Accordingly, increased reliability and reduction in installation time is 
achieved for configuration of each new wireless network client by a user. 
[0010] In another aspect, the invention is directed to a method for use in a 
computing device which is configured to access a network environment having a 
particular wireless access point, the method for configuring a wireless network 
client to access the particular wireless access point. The method includes the steps 
of initiating broadcasts from the computing device of a predetermined broadcast 
message on a wireless local network which corresponds to the particular wireless 
access point, monitoring the wireless local network which corresponds to the 
particular wireless access point for detection of a configuration announcement 
message from the wireless network client, and terminating, in the case that the 
configuration announcement message is detected in the monitoring step or in the 
case that a timeout period has elapsed, the broadcasts from the computing device of 
the predetermined broadcast message. 

[0011] Preferably,.the predetermined broadcast message is broadcast periodically 
at a predetermined time interval. In addition, the broadcasts of the predetermined 
broadcast message are preferably terminated in the case that the configuration 
announcement message is detected and a state variable in the configuration 
announcement message indicates that the wireless network client is a new device 
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on the wireless local network. Preferably, an error message is generated in the case 
that the timeout period has elapsed and there has been no detection of a 
configuration announcement message from a new wireless network client. The 
error message preferably initiates a user-interface message on the computer display 
or on a network peripheral, and the user-interface message indicates that manual 
identification of a wireless local network identity is required to configure the 
wireless network client. The error message may include a list of detected wireless 
local network identities in the wireless network environment. Upon a user 
selection of one of the displayed wireless local network identities, a configuration 

message is sent, via a connection path such as a USB or other connection, from the 

t 

computing device to the wireless network client which contains the user selected 
wireless local network identity for configuration of the wireless network client. 
[0012] In this manner, the present invention provides installation software for 
automatic configuration of a wireless network client without user intervention. In 
particular, the user can avoid having to obtain the network identifier for the local 
WLAN, and can avoid having to navigate confusing configuration set-up interfaces 
for each wireless network client being configured. Accordingly, increased 
reliability and .reduction in installation time is achieved for configuration of each 
new wireless network client by a' user. 

[0013] This brief summary has been provided so that the nature of the invention 

■ 

may be understood quickly. A more complete understanding of the invention can 
be obtained by reference to the following detailed description of the preferred 
embodiment thereof in connection with the attached drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0014] Figure 1 is a representative view of a network environment in which the 
present invention maybe implemented according to one embodiment of the invention. 

[0015] Figure 2 is a representative view of a local network environment in which the 
present invention maybe implemented according to one embodiment of the invention. 
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[0016] Figure 3 is a detailed block diagram depicting the internal architecture of a 
computing device which assists in the configuration of a wireless network client 

according to one embodiment of the invention. ' 

\ • 

V 

[0017] Figure 4 is a detailed block diagram depicting the internal architecture of a 
wireless network client according to one embodiment of the invention. 

f ^ 

[0018] Figure 5 is a flow chart for explaining parallel processes which are performed 
to implement the present invention according to one embodiment of the invention. 

[0019] Figure 6 is a flow chart for explaining in detail the process performed by a 
configured client computer to implement the present invention according to one 
embodiment of the invention. 

r 
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[0020] Figure 7 is a flow chart explaining in detail the process performed by an 
unconfigured wireless network client to implement the present invention according 
to one embodiment of the invention. 

■ 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

L 
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[0021] The present invention implements the functionality to provide for the 
automatic configuration of a wireless network client in a network environment having 
a wireless access point without the need for user intervention. In particular, the user 

1 

can avoid having to obtain network-related information for the local wireless access 
point, and can avoid having to navigate the confusing configuration set-up interfaces 
every time a new wireless network client is configured to access the local wireless 
access point. 

[0022] Turning to Figure 1,'a network environment is shown in which the present 
invention may be implemented. The network environment can either be wireless or 
a combined wired and wireless network. As seen in Figure 1 , the network environment 
includes a configured computing device 1 , other configured computing devices 6 and 



7, a wireless network client 2, a network peripheral 10 connected to the wireless 
network client 2 through a wired connection 11, a wireless networks, a wireless 
access point 4, other wireless access points 12-15, other wireless devices containing 
a wireless interface card, such as wireless devices 8 and 9, and a connection to the 
Internet 3 to which all wireless access points are connected. 

[0023] Configured computing device 1 is preferably a typical personal computer or 
workstation having a windowing operating system environment. As seen in Figure 
1, configured computing device 1 is already configured to use wireless access point 
4 to access the wireless network 5. The components of configured computing device 
1 are explained in more detail below with respect to Figure 2. The other configured 
computing devices 6 and 7 may be similar to configured computing device 1 and are 
only depicted to describe a typical network environment. 

[0024] Wireless access point 4 acts as a wireless communication hub for network 
devices to communicate with each other or with a wired LAN to which the wireless 

> 

access point is connected. Configured computing device 1, other configured 
computing devices 6 and 7, and other wireless devices containing a wireless interface 
card, and devices 8 and 9, such as wireless shared printers, communicate with the 
access point 4 to communicate with each other and to connect to the Internet 3. Other 
wireless access points 12-15 may be similar to access point 4 and are depicted to 
describe a typical network environment. Wireless access points 12-15 may be used 
by configured computing device 1 , other configured computing devices 6 and 7, and 
other wireless devices containing a wireless interface card to communicate with each 
other or to connect with the Internet 3 . 

[0025] The wireless network client 2 is preferably a wireless device containing a 
wireless interface card or device with the capability to communicate with wireless 
access point 4 and wireless access points 12-15. The contents of wireless network 
client 2 are explained in more detail below with respect to Figure 4. Wireless network 
client 2 is connected to network peripheral 10 through a wired connection 1 1, such as 
a printer or other device containing a display. 

f 
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[0026] As described in more detail below, the present invention as embodied provides 
for automatic configuration of the wireless network client 2 to use wireless access 
point 4 via local network 5 with the assistance of configured computing device 1. 
[0027] Turning to Figure 2, local network environment is shown and includes 
configured computing device 1 , wireless access point 4, connection 2 1 which may be 
wired, wireless, or a hybrid of the two, wireless network client 2, and network 
peripheral 10 connected to wireless network client 2 through wired connection 11. 
Local network 5 provides for network interaction between computing device 1, 
wireless access point 4, and wireless network client 2. 

[0028] Configured computing device 1 is preferably a typical personal computer or 
« workstation having a windowing operating system environment, and includes display 
26, host processor 28, memory storage 29, mouse 25, keyboard 27, and a floppy disk 
30, and CD-ROM drive 31. The contents of memory storage 29 of configured 
computing device 1 according to the present invention are explained in more detail 
below with respect to Figure 3. 

[0029] Wireless access point 4 acts as a wireless communication hub for network 

r ' 

devices to communicate with each other or with a wired LAN to which the wireless 
access point is connected. As seen in Figure 2, wireless access point is preferably a 
typical wireless communication hub. Configured computing device 1 may either 
interact with wireless access point 4 via wireless communication or a. wired 
connection. Wireless access point 4 contains a wired, wireless, or both a wired and 
wireless connection 21 to interact with other devices and the Internet 3 via local 
network 5. 

[0030] Wireless network client 2 is an unconfigured wireless device containing a 
wireless interface card or device with the capability to communicate with a wireless 
access point once it is configured to do so. The contents of the wireless network client 
2 are explained in more detail below with respect to Figure 4. Wireless network client 
2 may potentially be connected to network peripheral 10, such as a printer, or other 
peripheral device, having display 16, through wired connection 11. 
[0031] As described in more detail below, the present invention provides for the 
automatic configuration of wireless network client 2, thereby enabling it to access 
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wireless access point 4, without the need for user intervention. In particular, 
configured computing device 1 initiates client installation software which repeatedly 
broadcasts a predetermined message, and wireless network client 2 identifies all local 
wireless networks and then monitors each identified wireless network for the 
predetermined message. Upon detection of the predetermined message by wireless 
network client 2, wireless network client 2 configures to access wireless access point 
4 on local network in 5 in which the predetermined message was detected. In this 
manner, an already configured client in the desired wireless local network is used to 
assist wireless network client 2 to find and configure itself to access wireless access 
point 4. 

[0032] Figure 3 is a detailed block diagram showing an overview of the internal 
architecture of configured computing device 1 depicted in Figure 2. As shown in 
Figure 3, configured computing device 1 is seen to include a central processing unit 
(CPU) 313 such as a programmable microprocessor which is interfaced to computer 
bus 314. Also interfaced to the computer bus 314 are memory storage 29, network 
interface 309 for either wireless or wired interfacing with wireless access point 4 
(depicted in Figure 2), random access memory (RAM) 316 for use as main memory, 
read only memory (ROM) 317, floppy disk 30, CD-ROM 31, USB interface 324, 
display interface 320 for interfacing to monitor 26 (depicted in Figure 2), keyboard 
interface 322 to keyboard 27 (depicted in Figure 2), and mouse interface 323 for 
interfacing to pointing device 25 (depicted in Figure 2). . 
[0033] Random access memory 316 interfaces to computer bus 3 14 so as to provide 
access to memory storage to CPU 313 during execution of software programs such as 
operating systems, application programs, and device drivers. More specifically, CPU 
313 loads computer-executable process steps from memory storage 29 (or other 
memory media) into a region of random access memory 3 1 6, and thereafter executes 
the stored process steps from random access memory 3 1 6 in order to execute software 
programs. Data also can be stored in random access memory 316, where the data can 
be accessed by CPU 313 during execution. Read-only-memory (ROM) 317 stores 
invariant instruction sequences, such as start-up instruction sequences for CPU 313 
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or basic input/output operating system ("BIOS") sequences for the operation of 
peripheral devices attached to the configured computing device 1 . 
[0034] Memory storage 29 is one example of a computer-readable medium that stores 
program instruction sequences executable by CPU 313 so as to constitute operating 
system 330, network interface driver 333 for driving network interface 309, USB 
driver 334 for driving USB interface 324, and other drivers, for driving other 
interfaces, such as a display interface driver for driving display interface 320. 
Operating system 330 is preferably a windowing operating system, such as Windows 
CE, XP, Me, 2000 and NT, although other types of operating systems such as other 
Windows operating systems, DOS, UNIX, LINUX, and Macintosh operating systems 
may be used with the present invention. 

[0035] Memory storage 29 also comprises application programs 331, client 
installation module 332, and other files 336. Application programs 331 consists of 
various application programs for execution by CPU 313 of configured computing 
device 1 and may include any type of known application, such as word process 
applications, finance applications, games, etc. Client installation module 322 is a 
software module which implements the functionality of the present invention to assist 
in the automatic configuration of the wireless network client 2. Lastly, other files 336 
is comprised of other programs and files which may be necessary to operate 
configured computing device 1, or which are utilized by a user of configured 
computing device L 

[0036] Turning to Figure 4, the internal architecture of wireless network client 2 is 
shown. As discussed above, wireless network client 2 is a device, such as a laptop ' 
computer, printer, and the like, which contains a wireless interface card or device with 
the capability to communicate with wireless access point 4. As seen in Figure 4, 
wireless network client 2 includes CPU 401 which is interfaced to bus 400, a 
peripheral interface 402 for interfacing with peripheral device 1 0 through wired 
connection 1 1 , a wireless network interface 403 for interfacing to a wireless interface 
card or device with the capability to communicate wirelessly, a USB interface 404 to 
support a USB connection to other devices, and memory 41 0. CPU 401 and bus 400 



operate in a similar fashion to their counterparts in configured computing device 1 and 
are therefore not described in further detail. 

[0037] Memory 410 can be a random access memory (RAM) or another type of 
memory medium, and comprises operating system 411, client configuration module 
412, monitor table 413, wireless network interface driver 414, USB interface driver 
415, peripheral interface driver 416, other drivers 418 , and other programs/files 417. 
Operating system 411 may or may not be a windowing operating system but must at 
minimum be a basic operating system for maintaining operation of wireless network 
client 2. Similar to configured computing device 1, it is important to note that, 
although memory 4 1 0 of wireless network client 2 may contain other applications and 
files, they are not necessary for the implementation of the present invention. 
Specifically, wireless network client 2 need only utilize the client configuration 
module 412 to execute the automatic configuration process of the present invention. 
This functionality for automatic configuration process is described in more detail 
below. Monitor table 4 1 3 is used to store information discovered during the automatic 
configuration process, and preferably contains entries for each discovered access 
point, along with corresponding information of the particular access point. 
[0038] The internal architecture of wireless access point 4 shown in Figure 2 is not 
described herein because it is typical of such known devices. 
[0039] Figure 5 is a flow chart depicting the basic steps of the automatic 
configuration process for implementing the configuration of wireless network client 
2 As seen in Figure 5, configured computing device 1 and wireless network client 2 
proceed with separate processes in parallel in order to achieve configuration of 
wireless network client 2. 

[0040] The configured computing device 1, which has already been configured to 
access wireless access point 4 in network environment 5, proceeds through a client 
installation initiation step S501, a broadcast predetermined broadcast message step 
S502, a monitor for configuration messages step S503, a continue determination step 
S504, and a terminate client installation step S505. More specifically, the initiate 
client installation step S50 1 initiates the installation process of wireless network client 
2. During the installation process, broadcast predetermined broadcast message step 
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S502 broadcasts a predetermined message on local network 5 via wireless access point 
4. The monitor for configuration messages step S503 monitors local network 5 which 
corresponds to the particular wireless access point 4 for detection of a configuration 
announcement message from a new wireless network client, in this case, wireless 
network client 2. The continue process step S504 determines whether to continue the 
broadcast step S502 and the monitor step S503, or to terminate the client installation 
process by proceeding to step S505. The terminate client installation step S505 
terminates the process in the case that a configuration announcement message from 
wireless network client 2 is detected in step S503, or in the case that a predetermined 
timeout period has elapsed. Process flow then ends in step S506. This determination 
step is described in more detail below with respect to Figure 6. 
[0041] In a parallel track, wireless network client 2 proceeds through an initiate client 
configuration step S507, a discover wireless networks step S508, a monitor for 
predetermined broadcast message step S509, an acceptable access point determined 
step S510, and a configure wireless network client step S511, according to the 
invention. More specifically, the initiate client configuration step S507 initiates the 
execution of client installation module 332 to carry out the automatic configuration 
of wireless network client 2 according to the present invention. The discover wireless 
network step S508 discovers and stores in monitor table 413 the wireless network 
identity of each discovered ones of wireless access points 4 and 12-15 in the entire 
network environment. The monitor for predetermined broadcast message step S509 
monitors each identified wireless local network identity in order to detect a 
predetermined broadcast message on that wireless local network. The acceptable 
access point determined step S510 determines if an acceptable access point has been 
discovered based on detection of a predetermined broadcast message in step S509. 
If an acceptable access point has been discovered, theprocess continues to step S5 1 1, 
otherwise the process continues to monitor for predetermined broadcast messages in 
step S509 unless a predetermined time has expired. The configure wireless network 
client step S51 1, in the case that an appropriate predetermined broadcast message is 
detected in step S509, configures wireless network client 2 to access the wireless 
access point corresponding to the wireless local network on which the predetermined 
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broadcast message was detected. Subsequently, wireless network client 2 broadcasts 
a configuration announcement message on the local network 5 to announce that it is 
now using the same local wireless network as wireless access point 4. The 
functionality of wireless network client 2 is described in more detail below with 
respect to Figure 7. 

[0042] Figure 6 is a flow chart for explaining in more detail the client installation 
process performed in configured computing device 1. In initiate client installation 
step S60 1 , the user initiates client installation module 412 which is already stored onto 
memory storage 29 of configured computing device 1 from either the Internet 3, or 
installed from another source such as CD-ROM 3 1 . The installation program then 
initiates the client installation to run in order to automatically configure the wireless 
network client 2. 

[0043] In step S602, the predetermined broadcast message containing the 
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predetermined character string is broadcasted periodically at a predetermined time 
interval. In a preferred embodiment of the invention, the configured computing device 
1 opens a UDP socket in order to eventually create subnet directed broadcasts. If the 
client port parameter is specified, the configured computing device 1 binds to the 
specified port. Subsequently, the configured computing device 1 identifies all the 
wired and wireless connected access points capable of broadcasting on the network 
5 . For each wireless access point discovered, the respective IP address for the wireless 
access point is placed in a list stored to random access memory 316 and/or memory 
storage 29. If the list of IP addresses is unable to be created through detection of 
wireless and wired connected access points, a list of IP addresses is obtained from the 
operating system 330 of the configured computing device 1. Once the list of IP 
addresses for all wireless and wired connected access points capable of broadcasting 
on the network 5 is created, the list of IP addresses is iterated to determine if the 
loopback address (127.0.0.1) is contained within the list of EP addresses. If the 

loopback address is not within the list of IP addresses, the loopback address is added 

< 

to the list of EP addresses. For each address in the list of IP addresses of wired and 
wireless connected access points capable of broadcasting on the network 5, the IP 
address is changed to an applicable broadcast address based on the class of the IP 



- 14- 

J 

address as follows: (1) for Class A addresses, the IP addresses' last 3 bytes are 
changed to 255; (2) for Class B addresses, the IP addresses' last 2 bytes are changed 
to 255; and for Class C addresses, the IP addresses' last byte is changed to 255. In the 
preferred embodiment of the invention, at this stage in the process a list of broadcast 
addresses is stored to random access memory 316 and/or memory storage 29 on the 
configured computing device 1. 

[0044] The predetermined character string broadcasted in the predetermined 
broadcast message from configured computing device 1 is preferably a 48-byte long 
string. Preferably, the first 12 bytes (header) and the last 4 bytes (footer) are known 
to wireless network client 2. The header and footer enclose 32 bytes of data of which 
the content varies depending upon the embodiment of the invention. For example, 
according to one embodiment of the invention, the predetermined character string 
could contain the 1 2-byte header, 4-byte footer, and 32 bytes of data. The 32 bytes of 
data could contain the IP address of the configured computing device 1 which is 
broadcasting the predetermined broadcast message. 

4 
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[0045] More specifically, in order for the wireless network client 2 to automatically 
configure, for each broadcast address in the list of broadcast addresses, the configured 
computing device 1 sends a UDP broadcast packet containing the predetermined 
broadcast message. If the port parameter for the UDP broadcast packet is specified, 
the packet is also sent on the port(s) specified. Otherwise, a predetermined port 
parameter is used for all UDP broadcast packets. 

[0046] In step S603, configured computing device 1 monitors local network 5 for a 
configuration announcement message from the wireless network client 2 indicating 
that it has detected the predetermined broadcast message and notifying of the wireless 
network client's 2 registration onto the network 5, on which wireless access point 4 
resides. The configuration announcement message from the wireless network client 
2 is a device discovery announcement in according with a device discovery protocol, 
and preferably includes a state variable indicating that wireless network client 2 is a 
new device on local network 5 and including an address of wireless network client 2. 
[0047] In step S604, it is determined if configured computing device 1 received a 
configuration announcement message from the wireless network client 2 which 



contains an indication that wireless network client 2 is a new device, and if so, the 
process is completed and proceeds to return in step S608. If not, the process proceeds 
to step S605 to determine if a predetermined time to monitor for the broadcast 
announcement message has expired. The mechanism for calculating the 
predetermined time to monitor is beyond the scope of this invention, but is typically 
calculated by identifying the load on the network. For example, the predetermined 
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time to monitor may default to a setting of thirty seconds. If the predetermined time 
to monitor for the broadcast announcement message has not expired in step S605, a 
time-out counter stored in random access memory 316 of configured computing 
device 1 is incremented by a predetermined time increment in step S606. Next, the 
process proceeds back to step S602, which repeats broadcast and monitor steps S602 
and S603. 

[0048] If in step S605, the predetermined time to monitor for the broadcast 
announcement message has expired, the process flows to step S607, in which an error 
message is generated. Preferably, the error message initiates a user-interface message 
on display 26 of configured computing device 1, and the user-interface message 
indicates that manual identification of a wireless local network identity for 
configuration of wireless network client 2 is required, and that wireless network client 
2 must be connected to computing device 1 to complete configuration of wireless 
network client 2. The user-interface message includes a list of wireless local network 
identities in the network environment. In response to a user selection of a displayed 
wireless local network identity through keyboard 27 or mouse 25, a configuration 
message is sent from the computing device 1 to the wireless network client 2, via a 
connection such as a USB connection, which contains the designated wireless network 
identity for configuring the wireless network client 2. 

[0049] According to another embodiment of the invention, if wireless network client 
2 is attached to the network peripheral 10 containing display 16, a user-interface 
message is generated and sent to peripheral 10 for display on display 16 of network 
peripheral 1 0. The user-interface message on the display of the network peripheral 1 0 
indicates that manual identification of a wireless local network identity for use by the 
wireless network client 2 is required and includes a list of wireless local network 
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identities in the wireless network environment. In response to a user designation of 
a displayed wireless local network identity, a configuration message is sent from 
peripheral 10 to wireless network client 2 which contains the designated wireless 
network identity for configuring wireless network client 2. According to another 
embodiment of the invention, the user attaches wireless network client 2 directly to 
the configured computing device 1 through USB interface 324 or other similar port * 
interface, and wireless network client 2 uploads the monitor table 413 to the 
configured computing device 1 to allow for the user to select a wireless access point 
specifically detected by the wireless network client 2. At the conclusion of the error 
message generation step S607, the process proceeds to the return step S608 described 
below. 

[0050] Figure 7 is a flow chart for explaining in more detail the process performed 
in wireless network client 2 according to the present invention. Briefly, wireless 
network client 2 scans the network for discovering wireless access points, creates and 
stores a list of the detected wireless access points, monitors each detected wireless 
access point for a predetermined broadcast message, records, if the predetermined 
broadcast message is detected, appropriate details pertaining to corresponding wireless 
access point, and broadcasts a configuration announcement message containing 
information pertaining to the new configuration of wireless network client 2. 
[0051] In more detail, wireless network client 2 initiates client configuration module 
412 in step S700. Wireless network client 2 initializes the configuration process in 
order for wireless network client 2 to eventually detect the predetermined broadcast 
message from configured computing device 1 and configure itself automatically. In 
Step S701, wireless network client 2 discovers the wireless network identity of each 
wireless access point within receiving range by monitoring each one of a 
predetermined set of networks for a beacon message from a wireless access point. 
The beacon message contains the local network identity corresponding to the local 
network on which the beacon message is detected. For each network identity 
discovered in step S701, wireless network client 2 stores the corresponding network 
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identifier of the wireless access points in monitor table 413 of memory 4 1 0 in wireless 
network client 2. In step S702, wireless network client 2 iterates through the list of 
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discovered network identifiers contained within monitor table 413, discovers the 
MAC address from the wireless access point corresponding to each network identifier, 
and stores the MAC address in the entry of monitor table 413 which corresponds to 
the network identifier for that wireless access point. Preferably, wireless network 
client also stores a signal-to-noise ratio in the entry of monitor table 413 which 
corresponds to the network identifier for the particular wireless access point. The 
signal-to-noise ratio can be obtained by receiving indicators of signal strength and 
signal noise from the wireless interface, such as a wireless network card, of wireless 
network client 2, and then calculating a signal-to-noise ratio based on the obtained 
values of signal strength and signal noise. 

[0052] In Step S703, wireless network client 2 iterates through the list of network 
identifiers by obtaining the next MAC address of the wireless access point 
corresponding to the discovered wireless local network identity. Then in step S704, 
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wireless network client 2 monitors predetermined channels of the identified wireless 
local network for a predetermined period of time. If in step S705, wireless network 
client 2 detects the predetermined broadcast message on the monitored local network, 
the process proceeds to step S706 in which wireless network client 2 records the 
detection of the predetermined broadcast message in a monitor table 413 entry 
corresponding to the local network identity of the local network on which the 
predetermined broadcast message was detected. The process then proceeds to step 
S707. 

i 

A 

[0053] If in step S705 wireless network client 2 does not detect a predetermined 
broadcast message, the process proceeds directly to step S707, in which it is 
determined if a predetermined period of time has expired for detecting a 
predetermined broadcast message in any of the identified networks. If the 
predetermined period of time to detect a predetermined broadcast message in any of 
the identified networks has not expired, a time-out counter stored in memory 410 of 
wireless network client 2 is incremented by a predetermined time increment in step 
S712, and then the process proceeds back to step S703 in which wireless network 
client 2 obtains the next MAC address of a wireless access point corresponding to a 
discovered wireless local network identity for monitoring. 
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[0054] If in step S707 the predetermined period of time has expired, wireless network 
client 2 stops monitoring for detection of the predetermined broadcast message and 
proceeds to step S708, in which wireless network client 2 cycles through all the entries 
in monitor table 413 to determine the total number of predetermined broadcast 
messages that have been detected. If in step S709, only one predetermined broadcast 
message was detected, the process proceeds to step S710, in which wireless network 
client 2 configures itself to use the wireless access point corresponding to the wireless 
local network on which the message was detected. In this regard, the determination 
in step S709 can be made by checking to see if only one predetermined broadcast 
. message was actually detected. In an alternative embodiment, the determination can 
be satisfied when more than one predetermined broadcast message is actually 
detected, if only one of the wireless local networks on which predetermined broadcast 

r 

messages were detected has a signal-to-noise ratio which is above a predetermined 
threshold. The signal-to-noise ratio for each wireless access point can be obtained 
from the corresponding entry in monitor table 413, as discussed above with respect 
to step S702. Next, in step 71 1, a configuration announcement message is sent by 
wireless network client 2, which is preferably a device discovery announcement in 
accordance with a device discovery protocol, and which includes a state variable 
having a predetermined value indicating that wireless network client 2 is a new device 
on local network 5. Process then passes to return in step S713. 
[0055] If in step S709 more than one or no predetermined broadcast messages are 
detected by wireless network client 2, wireless network client 2 is not configured and 
end-user intervention will be required for completing configuration, and the process 
passes to return in step S713. For example, wireless network client 2 may receive 
more than one predetermined broadcast message, if there are more than one 
configured clients which are running installation programs at the same time. 
[0056] According to the foregoing features, the present invention provides for the 
automatic configuration of wireless network client in a network environment without 
the need for user intervention. In particular, the user can avoid having to obtain the 

i 

network identifier and other network-related information for the local wireless access 
point, and can avoid having to navigate a confusing configuration set-up interface for 
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each time a wireless network client is added or is configured in the local wireless 
network. 

[0057] Although the invention has been described with particular illustrative 
embodiments, the invention is not limited to the above-described embodiments and 
various changes and modification may be made by those of ordinary skill in the art 
without departing from the spirit and scope of the invention. 



